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Abstract

In the past few years, all manner of storage systems,
ranging from disk array systems to distributed and wide-
area systems, have started to grapple with the reality
of tolerating multiple simultaneous failures of storage
nodes. Unlike the single failure case, which is optimally
handled with RAID Level-5 parity, the multiple failure
case is more difficult because optimal general purpose
strategies are not yet known.

Erasure Codings the field of research that deals with
these strategies, and this field has blossomed in recent
years. Despite this research, the decades-old strategy of
Reed-Solomon coding remains the only space-optimal
(MDS) code for all but the smallest storage systems.
The best performing implementations of Reed-Solomon
coding employ a variant calleGauchy Reed-Solomon
coding developed in the mid 1990's [BKK95].

In this paper, we present an improvement to Cauchy
Reed-Solomon coding that is based on optimizing the

code may be defined as follows.

We are givem storage nodes witls bytes of
data each. To these, we addstorage nodes,
also with B bytes of storage capacity. Any of
these nodes may fail, which results in its stor-
age being inaccessible. Node failures are rec-
ognized by the storage system and are termed
erasures

An erasure code defines how to encode
the Bn bytes of data on the collection aftm
nodes such that upon failure of uprionodes
from the collection, théBn bytes of data may
be recalculated from the non-failed nodes.

Erasure codes have been employed for fault-
tolerance and
site [FMS04, GWGRO04, Wil06], archival [RWEQ1],
wide-area [ASP02, CP05, XCO05] and peer-to-peer
storage systems [ZL02, Li04, LCLO4, DLLFO5].
They have additional uses in content distribution sys-

improved performance in single-

Cauchy distribution matrix. We detail an algorithm :
for generating good matrices and then evaluate the [€MS [BLMR98, Mit04]. As the number of components

performance of encoding using all manners of Reed- N these systems grow and as they continue to employ
Solomon coding, plus the best MDS codes from the lit- failure-prone interconnection networks, the need for
erature. The improvements over the original Cauchy €rasure codes will continue to grow in the future.
Reed-Solomon codes are as much as 83% in realistic 1here are three dimensions of performance of an era-
scenarios, and average roughly 10% over all cases thatSure code:

we tested. 1. Space overhead. Space overhead may be evalu-
ated in one of two ways — either by the number
of coding nodes required to achieve a baseline of
fault-tolerance [Haf05a, Haf05b], or by the average
number of failures tolerated by a given number of
coding nodes [LM$97, WKO03, PT04]. Regard-
less of the evaluation methodolgy, space optimal-

1 Introduction

Erasure codes have profound uses in settings that in-
volve multiple storage nodes. These include disk array

systems, wide-area storage platforms, peer-to-peer stor-
age platforms, and grid storage platforms. An erasure
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the author’s institution. This material is based upon wargprted
by the National Science Foundation under grants CNS-043 75@\-
0224441 and ACI-0204007.

ity may be achieved when the number of coding
nodes is equal to the number of failures tolerated.
These codes are calldbximum Distance Separa-
ble (MDS)codes and are clearly desirable.

. Encoding performance. This is the time com-

plexity of creating then coding nodes from the



data nodes. A related metric is thpdate perfor- Cauchy Reed-Solomon (CR&)ding [BKK™95]. The
mance of a code, which is the number of coding first improvement converts all encoding operations to
nodes that must be updated when a data node isXORs, so that encoding takéXnlog,(m + n)) XORs
updated. per coding block. The second improvement is the use
_ o _ of a Cauchy distribution matrix rather than the stan-
3. Decoding performance. This is the time complex-  gard Vandermonde distribution matrix [PDO5], which
ity of recreating data from the surviving data and jmproves the performance of matrix inversion for de-
coding nodes. coding. To date, CRS coding is the state of the art for

In this paper, we focus solely on the encoding (and general MDS erasure coding.

update) performance of MDS codes. Decoding perfor- _ SiNc€ MDS codes can be expensive, recent research
mance is a far more complex problem, and will be ad- has relaxed space optimality in order to improve perfor-
dressed in future work. mance. Following alandmark paper in 1997 [LM$/],

Low-Density Parity-Check (LDPC) codes have been de-
veloped as important alternatives to MDS codes. Tor-
The Current State of the Art nado codes [LMS$97, BLM99], IRA codes [JKMOOQ],
LT codes [Lub02] and Raptor codes [Sho03] all en-
code with a constant number of XORs per coding block,
which is a factor of: betterthan the time optimality cri-
terion defined above. This comes at a costin space, how-
ever. Specifically, givem: coding nodes, LDPC codes
can only tolerate an average of/ f failures, wheref
is anoverhead factgrwhose minimum (and optimal)

We focus first on MDS codes. When = 1, replica-

tion is a trivially time optimal MDS code. Whem > 1,

any MDS code must perform at least— 1 arithmetic

operations per coding block, and any update to a piece

of data must require at least operations, one per

coding node [XB99]. The typical operation is bitwise

exclusive-or (XOR), which is extremely fast on most .

machines. A second operation is Galois Field multipli- value IS one. i

cation, which is more expensive than XOR. _ While LDPC codes are asymptotically MDS
Whenm —= 1, RAID Level-5 parity [CLG94] is (e. f — 1 asn — 00), they have significant space

an MDS code that performs — 1 XORs for encod- overhead pe.nalt.|es for thg valuesrofndm that many

ing. Thus, itis time optimal and is pervasive as the main storage applications require. For example, whea 50

coding technique in disk array systems. In 1995, a new andm = 50, the best known I.‘DPC code tolerates
parity-based code called EVENODD coding was pre- 2N average of 36‘02.5 node failures [CPOS]. -~ When
sented as the first MDS code for = 2 that relies solely Fhe .ratlo of networking performance 1o CPU. speed
on parity operations [BBBM95]. This code was recently is high .enough, LDPC codes outperform their MDS
extrapolated ton — 3 in the STAR code [HX05]. Nei- alternatives. However, when that ratio is lower, MDS
ther code is time-optimal; however, both are close. codes perform better [PT04, CPO5].

In 1999, the X-Code [XB99] was presented as a time A second class of non-MDS codes are the recently-
optimal MDS code form = 2, n + 2 prime. This developed HoVer and WEAVER codes [Haf05a,

code has additional significance as the firesttical par- Haf05b]. HoVer codes are a combination of horizontal

ity code, requiring all storage nodes to hold both data @Nd Vertical codes for smaih that have time-optimal
and coding information, as opposechiorizontalparity characteristics, but are not MDS. WEAVER codes are

codes which partition the storage nodes into exclusively Vertical codes that are also time-optimal, and tolerate
holding either data or coding information. larger numberg of.falllures (up to 12). However, they
Apart from these codes, the only MDS codes &€ only MDS in limited caseso(= 2,m = 2 and
are Reed-Solomon codes, which have existed for * = 3™ = 3)-
decades [MS77, PW72, WB94]. Reed-Solomon codes
are very powerful as they can be defined for any value The Contribution of This Paper
of n andm. However, they have a drawback of re-
quiringn Galois Field multiplications per coding block, This paper improves the encoding performance of
and since coding blocks are typically smaller than a ma- Cauchy Reed-Solomon codes, and by so doing improves
chine’s word size, they can requige to 8n multipli- the state of the art in MDS erasure codes. As men-
cations per machine word. Thus, Reed-Solomon codestioned above, CRS coding employs a Cauchy distri-
are expensive. However, they remain the only MDS bution matrix to perform encoding (and upon failure,
coding alternative in a large number of storage appli- decoding). Any Cauchy matrix will suffice, and the
cations [LS00, RWEO01, CP05]. number of Cauchy matrices for given valuesrofind
In 1995, Blomeket alpresented two important perfor- m is exponential inn andm. The original work on
mance improvements to Reed-Solomon codes, termedCRS coding treats all Cauchy matrices as equivalent
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Addition Multiplication Matrix Coding Matrix
Figure 1:  Addition and multiplication tables g e 2: An example of Reed-Solomon coding and de-
for GF(2°). coding withn = 5 andm = 2 overGF(2?).

and specifies an arbitrary construction. The authors
guantify the matrix’s impact on performance as a fac-
tor of O(log,(m + n)) [BKK 795]. While this is true,

big-O notation treats constant factors as equal, and in

these applications, constant factors can have a signifi-

cant performance impact. In this paper, we show that
two Cauchy matrices for the same valuesnond m
can differ in performance by over 8Moreover, we give
an algorithm for constructing Cauchy matrices that have
excellent performance.

Additionally, we compare the performance of our

Reed-Solomon coding to Cauchy Reed-Solomon coding

as originally described [BKK95], classical “Vander-
monde” Reed-Solomon coding [Pla97], and the parity-
based MDS codes [BBBM95, XB99, HX05, Haf05b].
As such, this paper provides a useful reference for the
performance of various MDS codes.

2 Cauchy Reed-Solomon Coding

To understand the performance improvements in this
paper, we must describe CRS coding in detail.
See [BKK"95] for further details. To help with example
calculations, in Figure 1 we give addition and multipli-
cation tables for the Galois FieldF'(2%). Note, addi-
tion is simply XOR. Multiplication is more complex, but
for small fields such a&F'(2%), a multiplication table
suffices.

All Reed-Solomon coding employs the same
methodology [Pla97]. There aredata words, which are
represented in a column vectbr =< Dq,..., D, >.

D is multiplied by an(n + m) x n distribution matrix
whose firstn rows are the identity matrix. The prod-
uct is ann + m-element column vectoD|C, where

C =< (Ci,...,C, > represents the coding words.
Thus, each row of the distribution matrix represents a
storage device, which holds either data or coding words.

Decoding proceeds by deleting the rows of the distri-
bution matrix that correspond to node failures, inverting

the resulting matrix, and multiplying it by the surviving
words in order to recalculate the lost data. The process
is depicted in Figure 2.

The distribution matrix must have the property that
all n x n submatrices are invertible. The classic defi-
nition of Reed-Solomon coding derives the distribution
matrix from an(n 4+ m) x n Vandermonde matrix over
the Galois Field7F(2%), wheren + m < 2 [PDO05].

The word sizes are thi®8’ bits. Typical values ofv are

4, 8 and 16, since these values allow one to break up
32 and 64 bit machine-sized words evenly into coding
words.

CRS coding modifies this scheme in two ways. First,
instead of using a Vandermonde matrix, CRS coding
employs ann x n Cauchy matrix, again overF'(2v),
wheren + m < 2%, However, with CRSw can be se-
lected to be as small as possible, rather than be limited
to 4, 8 or 16. Anm x n Cauchy matrix is defined as
follows. LetX = {z1,...,2n}andY = {y1,...,yn}
be defined such that eaeh andy; is a distinct element
of GF(2"), andX NY = (. Then the Cauchy matrix
defined byX andY hasl/(z; +y,) in element, j. For
example, in Figure 2, the last two rows of the distribu-
tion matrix make up the Cauchy matrix ovet'(23),
whereX = {1,2} andY = {0, 3,4, 5,6}.

The distribution matrix composed of the identity ma-
trix in the firstn rows, and a Cauchy matrix in the re-
mainingm rows has the desired property thatalk n
submatrices are invertible. It has an additional property
that these submatrices may be invertedim?) Galois
Field operations [Rab89].

The second modification of CRS is to use projections
that convert the operations ovéfF'(2%) into XORs.
These work as follows. Each elemerdf GF(2") may
be represented bylax w column vector of bits} (e).

This vector is equivalentto the standard binary represen-
tation of the element. Each elementof GF(2*) may
also be represented bywa x w matrix of bits, M (e),
where thei-th column of M (e) is equal to the column
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Figure 3: Vector and matrix representation of the ele-
ments ofG F(23).

vector V(e2¢=1). Continuing our example from Fig-
ure 2, in Figure 3, we show'(e) and M (e) for each
element overGF(23).

An important property of these projections is that us-
ing standard bit arithmetic (addition is XOR, multipli-
cation is bitwise-and))M (e1) * V(e2) = V(ejes), and
M((eq) * M(ez) = M(eqez). For example, irGF (23):

3 x 5 = 4
M o« 8 = §
M. & -

The distribution matrix is now converted taugn +
m) x wn binary matrix by substituting/ (e) for e in the
distribution matrix oveiGF(2*). Moreover, instead of
partitioning the data into words of si2#’, we partition
each storage device’s entire data space infpackets
where each packet’s siz&(w bytes) must be a multi-
ple of the machine’s word size. Continuing our example
from Figure 2, suppose each device holds 3 GB. Then,
each deviceD; andC; will be partitioned into three 1
GB packets,D; 1, D; 2, and D; 3 (or C; 1, C; 2, and
C; 3). Then the encoding and decoding processes may
now be implemented over F'(2) (bit arithmetic) rather
thanGF(23). This is depicted in Figure 4, for the ex-
ample scenario of Figure 2 (we omit the identity matrix
to save space).

8B/w bits
) —
1 bit—— D1
D2
C1l
* D3 =
C2
D4
Bit Matrix
D5

Figure 4: The Reed-Solomon coding scenario of Fig-
ure 2, converted to use bit arithmetic.

Since the arithmetic of this new matrix is
over GF'(2), we can calculate the coding packets
using only XOR operations. Specifically, to calculate
C; ;, we take the XOR of all packeiS;: ;» such that the

bit corresponding td; ;- in C; ;'s row of the matrix is
one. For example, in Figure 4:

Cia D11 ®Doy1®Doo®D33®

Dy1®Dy2®Dy3z® Ds .

Let o be the average number of ones per row in the
distribution matrix. Then the number of XORs to pro-
duce a word in each coding packet is equal to 1.

For example, in the distribution matrix of Figure 4,
there are 47 ones. Since there are six rows=
47/6, and thus the average number of XORs per cod-
ing word iso — 1 = 47/6 — 1 6.83. Com-
pared to standard Reed-Solomon coding, where each
coding word would require 4 XORs plus 20 multi-
plications overGF(2%), (or 40 multiplications over
GF(2%)), this is an improvement indeed, and is why,
for example, OceanStore [RWB1] uses Cauchy Reed-
Solomon coding for their erasure coding.

3 All Cauchy Matrices Are Not
Equal

In [BKK t95], the performance of CRS is reported to
beO(nlog(n + m)) per coding word. This is because
is O(w), andw is O(log(n+m)). Since all Cauchy ma-
trices have the property thatis O(w), the authors give
an arbitrary Cauchy matrix constructioX: equals the
first m elements ofGF(2*) andY equals the next
elements. For our example scenario where= 5
andm = 2, this yields the matrix in Figure 5, which has
54 ones, as opposed to the 47 ones whier= {1,2}
andY = {0, 3,4, 5,6}.

5
6

6
5

7
2

2
7

3
4

Figure 5: The Cauchy matrix defined in [BKK5]
form = 5andm = 2: X = {0,1} andY
{2,3,4,5,6}.

The impact on performance is significant. In this ex-
ample, the matrix in Figure 5 requiréd/6 — 1 = 8
XORs per word, or a 17% decrease in performance over
the matrix in Figure 2. This observation fuels the explo-
ration in the remainder of the paper.

4 Enumerating Optimal Cauchy
Matrices

The simplest way to discover optimal Cauchy Matrices
is to enumerate them exhaustively. Givernm, andw,
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Figure 6: Minimum and maximum Cauchy matricesfok 4 (i.e.,n + m < 16).

the number of ways to partition i’ elementsintothe  from exactlyw (element 1) to close ta?. Therefore,

setsX andY is: small matrices can be populated with elements that have
w haveO(w) ones. The larger matrices must include ele-
( 2 ) (n + m) , ments withO(w?) ones, and thus they perform worse.
n+m n The third feature is perhaps unexpected. This is

that for the same values of and m, the best matri-
ces forw = 4 performbetterthan those forv = 3
andw = 2. For example, consides = 2,m = 2.
Whenw = 2, the best matrix has 10 ones, which means
10/4 — 1 = 1.5 XORs per coding word. Whew = 3,

the best matrix has 14 ones, which means 1.33 XORs
per coding word, and whem = 4, the best matrix has
18 ones, which means 1.25 XORs per coding word. We
will explore this phenomenon further in Section 7.

which is clearly exponential im and m. However,
for w < 4, and in 107 of the 225 possible combina-
tions of n andm whenw = 5, we have enumerated
all Cauchy matrices, and determined the best and worst
distribution matriced. We plot the results fow < 4 in
Figure 6. Instead of plotting number of ones, or num-
ber of XORs, we plot the factor from optimal coding,
where optimal is defined as — 1 XORs per coding
word [XB99, Haf05a]. Thus, for example, our explo-
ration shows that the Cauchy matrix of Figure 2 indeed
has the minimal number of ones. Since that matrix re-

quires 6.83 XORs per coding word, and optimal coding 5 Generati ng Good CaUChy Matri-

would require 4, its factor i§.83/4 = 1.71, which is cesfor Larger w
plotted in the rightmost graph of Figure 6 at= 5,
m = 2. For largerw, it is impractical to use exhaustive search

There are three features of Figure 6 worth mention- to find optimal Cauchy matrices. Therefore, we have
ing. First, there is a significant difference in the perfor- developed the following algorithm to construct good
mance of the minimum and maximum Cauchy matrices Cauchy matrices. We call the matrices that it pro-
for these values. This difference is most pronounced ducesGC matrices (for “Good Cauchy”), and param-
whenn is small, because that is when there is a greater eterizeGC with n, m, andw. The GC(n, m,w) ma-
variety of possible values in the Cauchy matrix. Second, trices wheren = m are optimal in all cases that we

the performance of CRS coding gets worse:agows. have corroborated by enumeration. When# m,
This is to be expected, again because as the Cauchy masomeGC (n, m, w) matrices are slightly worse than op-
trix grows, it must contain more values frofF'(2"). timal. We measure this effect below.

The elements offF(2*) vary in their number of ones, To construct aGC(m,n,w) matrix, we first con-

— o struct a2* x 2* matrixON ES(w). ONES(w); ; con-
While tr_us_ is roughly half of the comb_matlons of and m tains the number of ones in the bit matM(l/(i +J))
for w = 5, it is only 3.7% of the work required to calculate all of . . .
the combinations of, andm. We are continuing to enumerate opti- QbWOUSIy’ON_ES(U’)i.,i IS al_Ways undefined. The ma-
mal matrices for the remainder of these cases. trix ONES(3) is shown in Figure 7(a).
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Figure 7: (a): ONES(3). (b): The optimal Cauchy
matrix forn =5, m = 2, w = 3.

We may define a Cauchy matrix by select-
ing m columns, X1, ... X,,, andn rows, Yi,...Y,,
of ONES(w), such that naX; = Y;. We define the
weight, W (w, X,Y") of a Cauchy matrix to be:

’U}XY iiONES yhxj.

=1 j=1

The weight is equal to the number of ones in the Cauchy
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Figure 8: Balanced Cauchy matrices for= 3. (a):
n=m=2,(b)in=m=4.

GC(2,2,3) is pictured in Figure 8(a), and has a weight
of 14.

Forn > 2, we constructGC(n,n,w) to be the
minimum-weight balanced Cauchy matrix which con-
tains GC(n/2,n/2,w). For exampleGC(4,4,w) is
pictured in Figure 8(b). ThatC(n, n, w) always exists
is a simple proof, based on the symmetrya¥ E'S(w),
which we omit for brevity.

We now definezC'(n, n, w) wheren is not a power

distribution matrix, and thus may be used to measure of two to be the minimum weight submatrix 6fC(n +
the encoding performance of the matrix. For exam- 1,n + 1,w). Thus, we construgtC (n, n,w) by con-

ple, in Figure 7(b), we show the Cauchy matrix of Fig-
ure 2, whereX = {1,2} is represented by the shaded
columns, and” = {0,3,4,5,6} is represented by the

structingGC'(n + 1,n+ 1, w), and deleting the row and
column that results in a minimal weight matrix. Since
is not a power of two, we know that there is a value

shaded rows. The weight of this Cauchy matrix is equal of n’ > n such that’ is a power of two an@n’ < 2%.
to the sum of the black squares, 47, which indeed is the Thus, GC(n/,n’, w) exists, and it is possible to con-

number of ones in the matrix.

Our goal, therefore is to defin& andY such that
W(w, X,Y) is minimal or close to minimal. First, note
that ON ES(w) has an extremely high degree of sym-
metry. There are onlg™ values inONES(w), which
correspond to the number of onesif(1/¢e) for each
elemente € GF(2"). Each of these values occurs ex-
actly once in each row aD N E'S(w) and in each col-
umn ofON ES(w). Moreover, whem = m is a power
of two, it is possible to choos& andY such that

W(w,n,m) = nz ONES(w)y, x, -
i=1

In other words, for each columi; of ON ES(w), the
values whereX; intersectsY” are the same as the val-
ues where the first columi; intersectiony”. They are
simply permuted. We call such a Cauchy matrilzad-
ancedCauchy matrix. We show two such matrices for
w = 3 in Figure 8.

We now defineGC(n, n, w) wheren is a power of
two. Obviously,2n must be less than or equal 2.
Forw > 2, GC(2,2,w) is the minimum-weight bal-
anced Cauchy matrix wittk = {1,2}. For example,

structGC(n, n, w) by constructingzC(n’, n’, w), and
iteratively deleting rows and columns until there are
rows and columns left. For exampl&('(3, 3, 3) is pic-
tured in Figure 9(a), and is constructed by deleting row
6 and column 7 fron&zC(4, 4, 3) (Figure 8(b)).
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Figure 9: (a):GC(3,3,3), (b): GC(3,4, 3).

Finally, we defineGC(n,m,w), wheren # m
to be the minimum weight supermatrix
of GC(min(n,m), min(n,m),w). Supposen > m.
One constructs GC(n,m,w) by first construct-
ing GC(m,m,w), then sorting the weights of the



rows that can potentially be added &C(m,m,w)
to createGC(n, m,w), and then adding the — m
smallest of these rows. The construction when- n is

analogous, except columns are added rather than rows.

For example(GC(3, 4, 3) is pictured in Figure 9(b), and
is constructed by adding column 7 (rather than column
6) to GC(3, 3, 3).

The running time complexity of construct-
ing GC(n,m,w) is a very detailed calculation, which
is outside the scope of this paper. Howe@gp?*+1) is
a succinct upper bound. While that is exponentiahin
andm (sincen +m < 2v), it grows much more slowly
that the number of possible Cauchy matrices, detailed
in Section 4, and allows us to construct good matrices
for larger values of, andm.

6 Performanceof GC Matrices

Ouir first evaluation of7C matrices is to compare them

e CRS Caoding (Original): This uses the origi-
nal matrix construction as defined in [BK5],
where X consists of the firsin elements in the
field, andY consists of the next elements.

CRS Coding (BC): This uses BC, or “Bad
Cauchy” matrices, by employing th€C algo-
rithm, but starting with columns 1 and 3, and find-
ing maximum weight matrices rather than mini-
mum weight matrices.

Standard RS Coding: This uses distribution ma-
trices based on the Vandermonde matrix, and arith-
metic overGF(2") as outlined in [PDO5, Pla97,
Riz97].

The metric for comparison is the factor of optimal
coding, as in Figure 6. For the XOR-based codes (all
but standard Reed-Solomon coding), this is the number
of XORs per coding word, divided by — 1. As noted
above, the X-Code and the two WEAVER codes attain

to the best Cauchy matrices generated from our exhaus-this bound.

tive search. AlIGC matrices forw < 3 are optimal
Cauchy matrices. Fow 4 andw = 5, the GC
matrices are all optimal whem = m. Overall, in the

Standard Reed-Solomon coding uses Galois Field
multiplication in addition to XOR. To enable a com-
parison of it to the XOR-based codes, we measured the

166 cases where we were able to determine the optimalP@ndwidth of XOR operationdf), and of multiplica-

Cauchy matrix, 53 of them matched tB6&> matrix. In

the other 113 cases, the maximum performance differ-
ence was foGC(10, 2, 5), which differed by 7.9% from

the optimal matrix in the number of XORs per coding
word. On average, the performance difference between
the GC matrix and the optimal matrix over all cases was
1.78%.

In terms of their performance asandm grow, we
present two studies — one for smal| and one where
andm both grow. In both studies, we compare the fol-
lowing MDS coding techniques:

WEAVER: There are two MDS WEAVER
codes [Haf05b] — one forn = 2,n = 2, and
one form = 3,n = 3. Both are optimal in perfor-
mance.

X-Code: The optimal X-Code [XB99] is defined
form = 2 andn + 2 prime .

EVENODD: This is defined form 2 and
all n [BBBM95]. Its performance is slightly worse
than optimal.

STAR: This is an extrapolation of EVENODD cod-
ing form = 3 [HXO05].

CRSCoading (GC): This uses the matrices defined
above for all values ofv between 2 and 10, and
selects the one that performs the best.

tion in GF(2%) (B.), which covers values of + m <

256. For maximum performance, we implemented mul-
tiplication using a&56 x 256 multiplication table. This

is faster than either using log and anti-log tables (as
in [Pla97]), or than simulating polynomial arithmetic
over GF'(2) using XOR and bit-shifting [PW72]. This
was done on a Dell Precision Workstation with a 3.40
GHz Intel Pentium 4 processor. The measurements are
below:

Bg
2992 MB/s

B,
787.9 MB/s

Note, we measure both in terms of their bandwidth
(megabytes per second), which accounts for the fact that
XORs may be done over 32-bit words, while multiplica-
tion overGF(28) operates on 8-bit quantities.

Reed-Solomon coding requires multiplications
andn — 1 XORs per coding word. Thus, we calculate
the factor of Reed-Solomon coding as:

(nfl

+2)

)

The results for smalln are in Figure 10. Han-
dling small numbers of failures is the most common
case for disk controllers and medium-scale storage sys-
tems. The most glaring feature of these graphs is that
the special-purpose codes (EVENODD, STAR, X-Code,
WEAVER) drastically outperform the Reed-Solomon

n—1
Bg
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Figure 10: Performance comparis

codes. Thus, in applications which need reslience to
two and three failures, these should be used in all cases.
Note, this is not a new result; it simply reaffirms the
original research on special-purpose codes, and fuels the
search for good MDS codes for higher valuesiof
Focusing solely on the Reed-Solomon codes, we
draw a few conclusions from Figure 10. First, Cauchy
Reed-Solomon coding in all cases outperforms standard
Reed-Solomon coding. Although it appears that the
two techniques will converge asgrows larger, it must
be noted that when + m becomes greater than 256,
standard Reed-Solomon coding must use multiplication
overGF(2'6), which is much slower than ovétF(2%)
(we measured®, = 148.5 MB/sec).
Second, not only do thé&C matrices outperform

the other constructions, but their performance decreases,

gradually as: increases, rather than exhibiting jumps at
the points wherexw + m crosses a power of two. We
illuminate this as follows. If one holds andm con-
stant and increases, the range of weights of Cauchy
matrices (and therefore factors over optimal) increases
drastically; however, the minimum factors stay roughly
the same. For example, in Table 1, we show the weights
of the GC and BC matrices form = 3, n = 29, and
w ranging from 5 to 10. Note then when = 5, the
difference between th€C' and BC' matrices is slight,
whereas whew = 10, the difference is more than a fac-
tor of two. This means that when a valuewobecomes
unusable (for example, when = 3 andn = 30, one
cannot usew = 5), there is far less of a performance
penalty in using th&ZC' matrix for the next value ofv
than using theBC matrix. The “Original” matrices split
the difference between the two.

Our second case study is for larger values ahdm,
which is applicable to wide-area storage systems and
content distribution systems. In Figure 11, we show

n n
on of MDS code2fer m < 5.
GC(3,29,w) BC(3,29,w)
Weight Factor| Weight Factor
5 | 1118 2.63 | 1154 2.71
6 | 1370 2.68 | 1854 3.64
7 | 1666 2.80 | 2680 4.52
8 | 2162 3.18 | 3470 5.13
9 | 2303 3.01 | 4579 6.02
10| 2750 3.24 | 5749 6.81

Table 1: Weights and factors ¢fC' and BC' matrices
form = 3, n = 29, andw ranging from 5 to 10.

the performance of the Reed-Solomon codes for three

n

L1 _

ateskR = #—: 3 (m = n), 3 2m = n), and 3
(4m = n). These are rates that are popular in coding

studies and implementations [LMS7, WKO03, PT04].

For example, OceanStore has employedm) pairs
of (64,16), (32,32) and (16,16) in various installa-
tions. For these values afandm, Reed-Solomon cod-

ing is the only MDS coding technique.

The only real difference between Figures 10 and 11
is that theGC matrices forkR = % exhibit minor perfor-
mance jumps when + m crosses a power of two.

With respect solely to Cauchy Reed-Solomon cod-
ing, theGC matrices are a significant improvement over
the others in nearly all cases. This effect is summarized
in Table 2, which shows the maximum, minimum and
average performance improvementef’ matrices ver-
sus the original constructions. The greatest improve-
ments come for small values ef which are the most
frequently implemented cases. The smallest improve-
ments typically come whem+m equals a power of two.

In terms of averages, th@C' matrices show roughly a
10% improvement over the original constructions in all
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Figure 11: Performance of Reed-Solomon coding for

higher values of andm Figure 12: Four cases where the best performance oc-
curs at a non-minimum value af.

cases.
Forw = 8 and12 < w < 14, z is five. Thus, the

Test Maximum Minimum Averagel  weight of the Cauchy matrix igw + 2z — 4, and its
m=2|818%@=2) 6.1%@=100) 17.3% factor over optimal ist4£22=4 — 1 = 1 + (z — 2)/w,
m=3|429%@=6) 12%@=061) 11.3% | which clearly approaches oneagrows. Additionally,
m=4|568%@=5 18%@(=060) 10.8% | this explains why the factor goes up when= 8 in
m=5|514%@=5) 12%@E=59) 9.4% Figure 12 (since: = 5 for w = 8, andz = 3 for the
R=11818%@=2) 3.7%@=232) 12.9% otherw's).

Re2|420%0=6) 17%@=42) 11.3%
R= % 34.0% @ =8) 1.6% @ =64) 10.1% Average Weight

11.700000=1.95* 6
12.700000=1.81*7
17.550000=2.19*8
14.900000=1.66*9

Table 2: The improvement in performance usifg’
matrices, as opposed to the original Cauchy construc-
tion.

© o~ O

Table 3: The average weight of the 20 minimum-weight
elements folGF(25) throughG F(29).

7 Larger w Can Perform Better

Than Smaller w Put another way, while an average element
of GF(2%) does indeed hawe(w?) ones, the elements
Recall Figure 6 from Section 4. This figure illustrates with the fewest ones hav®(w) ones, which means
a point that at first seems counter-intuitive: the factor that if Cauchy matrices can be made from them, they
form = 2, n = 2 improves whenuv grows from two should perform well. It is interesting to note the average
to three to four. Probing further, we find that in 52 of weight of the 20 minimum-weight elementsG#'(2*)
the cases that we studied, the minimum factor occurs atfor 6 < w < 9. These are tabulated in Table 3. Be-
a value ofw that is not the smallest possible. Most are cause of the extra elements in the primitive polynomial,
whenm = 2. We illustrate four such cases in Figure 12. the average weight of the 20 minimum-weight elements
In each of the four cases, the factor does not decreasefor w = 8 is proportionally higher than the others, and
or increase consistently, but instead jumps around as this effect is reflected in the poor factors for= 8 in
increases. Figure 12.
We make two remarks about this phenomenon. First,
it should not be counter-intuitive. For example, con-
siderm = 2, n = 2, and the Cauchy matrix wheré = 8 Available Resources
{1,2} andY = {0,3}. This Cauchy matrix has two
distinct elements: 1 and 1/2. The element 1 has ex- In [Pla05], we enumerate the optimal agd” matri-

actly w ones. The element 1/2 has + z — 2 ones, ces generated for this paper. We do this as a service
wherez is the number of non-zero coefficients in the to the community so that researchers and systems pro-
primitive polynomial forGF(2¥) [PW72]. For exam- grammers who want to use the best variants of Cauchy
ple, for2 < w < 7and9 < w < 11, z is three. Reed-Solomon codes may do so.



9 Conclusionsand Future Work [BLMR9g]
In this paper, we have shown that the construction of
the distribution matrix in Cauchy Reed-Solomon coding [CLG"94]
impacts the encoding performance. In particular, our
desire is to construct Cauchy matrices with a minimal
number of ones. We have enumerated optimal matrices©”
for small cases, and given an algorithm for construct-
ing good matrices in larger cases. The performance dif-
ference between good and bad matrices is significant, [pLLFos]
averaging roughly 10% across all cases, with a maxi-
mum of 83% in the best case. The work is significant,
because forn > 3, these are the best MDS codes cur- [FMS'04]
rently known.

Additionally, we have put the performance of Cauchy

05]

J. Byers, M. Luby, M. Mitzenmacher, and A. Rege. Agital
fountain approach to reliable distribution of bulk data. AGM
SIGCOMM '98 pages 5667, Vancouver, August 1998.

P. M. Chen, E. K. Lee, G. A. Gibson, R. H. Katz, and D. A. &att
son. RAID: High-performance, reliable secondary stora€M
Computing Survey®6(2):145-185, June 1994.

R. L. Collins and J. S. Plank. Assessing the perfooeaf era-
sure codes in the wide-area. 8N-05: International Conference
on Dependable Systems and NetwpNakohama, Japan, 2005.
IEEE.

L. Dairaine, J. Lacan, L. Lancérica, and J. Fim&antent-access
QoS in peer-to-peer networks using a fast MDS erasure code.
Computer Communicationg8(15):1778-1790, September 2005.

S. Frolund, A. Merchant, Y. Saito, S. Spence, and A. Veife de-
centralized algorithm for erasure-coded virtual disksDBN-04:
International Conference on Dependable Systems and Nkgwor
Florence, Italy, 2004. IEEE.

Reed-Solomon coding into perspective, comparing itS [GwGRro4] . R. Goodson, J. J. Wylie, G. R. Ganger, and M. Kt&®eEffi-

performance to standard Reed-Solomon coding, and to
special-purpose MDS algorithms for small numbers of
failures. The main conclusion to draw here is that

. . [Haf05a]
the special-purpose algorithms vastly outperform Reed-
Solomon coding, and that more research should be per-
formed on broadening these algorithms for larger num-
bers of failures. The recent work on HoVer [Haf05a]
and WEAVER [Haf05b] codes are promising in this di-
rection.

In this work, we have not studied decoding perfor-
mance, nor have we included non-MDS codes for com-
parison. Both are topics for the future.

Finally, we note the rather counter-intuitive result
that Cauchy Reed-Solomon coding can perfdratter
for larger values ofv while holding the other parame-
ters constant. This is because larger Galois Fields may
have more elements with proportionally fewer ones than o4
smaller Galois Fields. It is a subject of future work to
explore this phenomenon and construct Cauchy matrices
for large fields that perform welkv = 28 andw = 29
are interesting candidates here, as they both have primi-
tive polynomials with only three non-zero coefficients.
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